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Emerging Al Regulatory Models

Hard law

EU Al Act (entered into force 1
August 2024, but will gradually
become applicable throughout
the next two years)

Colorado Al Act and other
state-level legislation in the US
Al bills introduced in Brazil,
Canada, Nigeria, Chile, Mexico,
South Korea, among others
China and Kenya have
announced their intention to
introduce legislative proposals

Executive Action

US: President Biden’s
Executive Order on Al
(applicable to federal gov)
China: Algorithmic
Recommendations
Regulations (2021),
Generative Al Interim
Measures (2023)
Australia: Voluntary Al
Safety Guidelines

Governance Frameworks

e US: NIST Al Governance
Framework

e Singapore: Al Verify

e China: Al Safety
Governance Framework



Al Regulation Fever!

Supranational level m/é,‘{,ﬂ'gf,

* Council of Europe’s Framework RUM
Convention on Al, opened for signature Mappfng,,,,.ﬁaﬁve
on 5 September 2024 o, oyt s

* Myriad initiatives from the UN, e ::;::mewa"d%pe © (4] apg iﬁ:’;‘::s,-n, - 20
UNESCO, Al Safety Summit, OECD, O o e Bt 1 Mance o A,
ASEAN, African Union and others :f,c,‘fg);an;?f:’,"j’n"”:;:?;’:,"n;fvo'n'li’::sfnmﬁffﬁ,“ff;’:jd e,

* e.g.Lastweek, UN x OECD announced ™ mme a5l s P 7 -
that they will “link their efforts to help T 050,
governments improve the quality and '“““izf”‘iffiu%??ﬂﬁfﬁig*z§7£Z§f
timeliness of their policy response to e

Al's opportunities and its risks.”




European Union
EU Al Act - Regulation COM/2021/206

e Goals:

1. To provide a single framework for Al products and services that are placed on the EU
market, even where providers are not based in the Union;

2. To ensure that Al systems are safe, secure, trustworthy and respect fundamental rights
and values.

e Definition of an Al system: aligned with the OECD; “machine-based system designed to
operate with autonomy ... infers, from input received, how to generate output...”

e Scope: applicability for providers, deployers, importers, distributors and manufacturers of Al
systems across all EU Member States, with extraterritorial effect similar to the GDPR

e Regulatory approach: modeled on EU product safety legislation, with a risk-based approach
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EU Al Act

The tiered, risk-based approach:

@ UNACCEPTABLE RISK

Level of risk posed
to a person’s health,
safety, and

fundamental rights

@ HIGH RISK

& LIMITED RISK
(Al systems with specific
transgarency cbligations)

MINIMAL RISK

Source: European Commission, Shaping Europe’s Digital Future
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https://digital-strategy.ec.europa.eu/en/policies/regulatory-framework-ai

EU Al Act

Prohibited Al systems & High Risk Al Systems

e @ Unacceptable risk - Al systems that pose a clear threat to the health, safety and rights of
people will be prohibited.
o Examples: Al systems deploying subliminal, deceptive techniques with the objective or effect of
impairing a person’s ability to make an informed decision; biometric categorization systems; social
scoring by governments; real-time biometric identification in public spaces.

° I High risk - Al systems considered to pose a high risk to the health, safety, and rights of

people will be subject to strict obligations.
o Examples: Al-powered critical infrastructure; the use of Al in the safety components of products, or the
provision of essential public and private services; employment; education; administration of justice. Full
list in Annex lll.

m  Note: citizens will have the right to file complaints w/designated authorities FUTURE OF
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EU Al Act

Obligations for High Risk Al Systems

e Conformity Assessment

o Risk identification and mitigation exercise; transparency and

accountability; human oversight; data quality.
e Fundamental Rights Impact Assessment

o For deployers of high-risk Al that are bodies governed by
public law or private operators providing public services.

o Intended purpose of the Al system; duration and frequency of
deployment; individuals or groups likely to be affected;
specific risks of harm; measures to be taken to mitigate such
harms (including governance and complaint mechanisms).

Note: Symbiosis between the different actors identified within the Al Act.

onetrust &

Conformity Assessments
Under the proposed EU Al Act:
A Step-By-Step Guide

Copye

E-BOOK | NOVEMBER 2023
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EU Al Act

A Note on General Purpose Al Models / Systemic Risk

e GPAI models fall under Article 52 of the Al Act;
e All providers of GPAI are subject to certain conditions including:
o  Technical documentation; compliance with EU copyright law;
o  Providing information to Al system providers who intend to use the GPAI model;
e Additional obligations for providers of GPAlI models that pose systemic risk:
o Model evaluation; Risk assessment and incident reporting; cybersecurity protections;
o Labeling obligations
o Models may be designated as presenting systemic risk ex officio by the Commission, if they meet
a computation training threshold, or if the model in question has “high impact capabilities.”

Note: Obligations above do not apply to any Al systems or GPAI models where they are specifically
developed for scientific research and development (Article 2(5a)).
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FUTURE

Publication to the
EU Official Journal
& Entry into force
of the Al Act which
marks the 24 month
countdown of
activities towards
full effect and
enforcement.

Scope and Definitions
apply, six months after
the entry into force.
(Art. 113(a)

Provisions on Prohibited
Al kick off, six months
after the entry into
force. (Art. 113(a))

EU Al Act

(New) general-purpose Al model obligations
will kick-off within 12 months after the entry
into force. (Art. 113(b))

Member States will have to designate their
Market Surveillance Authorities to act as the
Single Point of Contact. (Art. 70(2))

Member States should lay down and notify to the
Commission the rules on penalties. (Rec. 179)

The Commission should issue guidance to
ili i with the obligati on
serious incident reporting (for HRAISs). (Art. 73(7))

(5) Annual review of the list of Prohibited Al
practices by the Commission. (Art. 112(1))

General Applicability of the Regulation & HRAIs
obligations under Annex Il kick in, within 24
months after the entry into force. (Art. 113)

Member States have to ensure that their competent
authorities 1 at least one 1al sandb
within 24 months after the entry into force. (Art. 57(1))

The Member States shall notify the Commission
of the rules on penalties and of other enforcement
measures. (Art. 99(2))

A COMPREHENSIVE IMPLEME ON & COMPLIANCE TIMELIN

The providers and deployers of
HRAIs intended to be used by
public authorities need to comply
within six years from the entry
into force. (Art. 111(2))

Al which are
of the large-IT systems
1ed by the legal acts

The AIA affects operators of HRAIs marketed
before 24 months from its start date, only

if these systems experience major design
changes thereafter. (Art. 111(2))

included in Annex X, and placed
in the market 36 months before
the entry into force, will need

to comply before 31 December
2030. (Art. 111(1))

FULLY
ERATIONAL
PROCESS

AUG
2027

BEFORE END
OF 2030

AUG NOV

2024

MAY
2025

UG
2025

FEB
2026

AUG
2026

2024

The Member States
have to identify their
Fundamental Rights
authorities within
three months after
the entry into force.
(Art. 77(2))

The Al Office will have to publish Code(s) of
Practice for General Purpose Al (GPAI) within
nine months after entry into force. (Art. 56(9))

The European Commission (after consulting the Application of HRAI that fall
European Al Board) has to provide guidelines under Annex |, within 36 months after the
specifying the practical implementation for the entry into force. (Art. 113(c))

i ion of HRAIs, no later than 18 months
after entry into force. (Art. 6(5) and 96)

Providers of general-purpose Al models,
placed on the market before 12 months
from the date of entry into force, shall
comply with their obligations by 36 months
from the date of entry into force. (Art. 111(3))

If by 12 months no (adequate) CoP is in

place, the EC may issue implementing acts. The Commission shall update guidelines previously

d d when di d y. (Art. 96(2))

Standards-setting process: To be in
place before the general applicability
of the Al Act. 30 April 2025 is set as
the deadline for deliverables from EC’s
standardization request C(2023)3215.

The Commission shall adopt an mplementmg
act laying down i 1S ishing
a template for the post-market monitoring plan.
(Art. 72(3))

PERIODICAL EVALUATION(S) & REVIEW(S): By four years from the entry into force and every four years thereafter,

the Commission shall evaluate the
impact and effectiveness of voluntary
codes of conduct (by four years from
the entry into force and every three
years thereafter). (Art. 112)

4. the Commission shall evaluate and report to the European Parliament and 2. the Commission shall evaluate the functioning of the Al Office. 4,

to the Council of the EU on the following:

« the need for amendments
extending/adding
headings in Annex IlI
(high-risk Al);

3. the Commission shall submit a report on the rewew of the
progress on the of
on the energy

- amendments to the list
of Al systems requiring
additional transparency
measures in Article 50;

- amendments enhancing
the effectiveness of
the supervision and
governance system.

icient de of g |-purpose



https://fpf.org/wp-content/uploads/2024/07/FPF_EU_AI_Act_Timeline_July_24.pdf

EU Al Act & Interplay with GDPR

The GDPR continues to apply to personal data processing:

e The Al Act: Rittonated
' - . . Decision-Making
o Should not be understood to indicate compliance with other EU law, Under.the GDPR:
including the GDPR (Rec. 27). . . . Practicél Cashisifrom Collrts
o  Does not guarantee compliance with Article 9 “special category” rules and Data Protectlon Authorltles 4
established under the GDPR (Rec. 24). URNRE T N
-
o  Relies on definitions of “biometric data” established in the GDPR (Rec. " N, LS -; ‘
7). oty | ‘&, \

o  Commission launches “Code of Practice” for general purpose Al
technologies (July 2024).

European Data Protection Authorities (DPAs) have remained
active in the Al space:

e Ongoing ltalian DPA case against OpenAl’s ChatGPT;

e Netherlands fines Clearview for FR data collection

e DSK publishes “Hambach Declaration on Al” — collective

guidance document for Germany »‘ .';‘.’J\‘,’}E?F
FORUM




US: Developments in Al Regulation + Bills

Adopted Regulations/Laws

Colorado Al Act

Regulates high-risk Al systems

Disclosure requirements

Utah Al Policy Act

Creates disclosure requirements for entities providing
consumer-facing generative Al systems and a regulatory
sandbox regime

Disclosure requirements

California SB 942

Requires GenAl providers to release free, public tools to detect
whether content was generated or altered by their products

Disclosure requirements
Consumer access and transparency rights

Proposed Bills

California Draft
CCPA Regulations

Would generate new obligations around cybersecurity audits,
ADMT/AI, privacy risk assessments, and more

Consumer access and transparency rights
Consumer opt-out rights
Risk assessments

California SB 1047

Would create a new regulatory framework for frontier Al systems

Disclosure requirements
Risk assessments

California AB 1008

Would specify that “personal information” can exist in abstract
digital formats, including Al systems that are “capable of
outputting personal information”

Consumer access and transparency rights?



https://leg.colorado.gov/sites/default/files/2024a_205_signed.pdf
https://le.utah.gov/%7E2024/bills/static/SB0149.html
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202320240SB942
https://cppa.ca.gov/meetings/materials/20240716_item8_draft_text.pdf
https://cppa.ca.gov/meetings/materials/20240716_item8_draft_text.pdf
https://legiscan.com/CA/text/SB1047/id/2919384
https://legiscan.com/CA/bill/AB1008

Legislative Landscape

States | |

e Most are focused on government Al use and deepfakes in political communications
e Private sector “high-risk” Al regulations gaining more steam
o  ADMT-style regulations
o High-Risk & Generative Al
e Other
o  Frontier safety (CA SB 1047): reporting positive safety determinations
o  Expanding the definition of Pl and whether it can exist in abstract digital formats (CA AB 1008)
o  Generative Al: disclosures for Al-generated content
o  Employment decisions: bias audit/assessment and right to notice
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FPF’s U.S. State Al Legislation Report

uspouicY

How us. state olicy akers Ar® Approac ng At cial
o &
|me\\|gence Regu\amon

e e T
FPFU S: Leg\s|at\on Report

tem 2024
- Us. Legisiation F“"““YOF
A PRIVAC
uthored BY: ot Counsel, US- FORUM

cis, Policy
Jordan Fran - Legislation
ir g

Keir Lamont. D'

. State lawmakers are primarily focused on regulating Al

used in consequential decisions that significantly impact
individuals' livelihood and life opportunities.

. A key goal for many lawmakers is to mitigate the risk of

algorithmic discrimination, either through prohibitions on Al
systems with identified discriminatory risks or by establishing
a duty of reasonable care to protect individuals from such
discrimination.

. Most Al legislative frameworks create role-specific

obligations, including separate requirements for developers
and deployers related to transparency, risk assessments, and
Al governance programs.

. Common consumer rights around Al include rights of notice

and explanation, correction, and to appeal or opt-out of
automated decisions.

. Alternatively, some lawmakers utilize a technology-specific

approach to address novel risks, such as those posed by
generative Al or frontier or foundation models.

P
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https://fpf.org/blog/fpf-unveils-report-on-emerging-trends-in-u-s-state-ai-regulation/

& Global Approaches to Al Regulation

e Asia Pacific:
o Al a central focus of regional regulators, with a drive towards innovation;
o Interoperable frameworks with global partners;
o  Mix between soft-law initiatives and more recent prescriptive proposals.

e Latin America:
o Cooperation between LatAm and EU in particular; risk-based proposals follow AlA
o Brazil, Chile and Peru leading the Al regulatory drive in LatAm.

e Africa:
o African Union Continental Strategy on Al » adopted August 2024 (FPF analysis
forthcoming!)

FUTURE OF
Kenya, Nigeria & South Africa developing Al laws. »l :gln\{l'kﬁv
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Relevant FPF Resources

Sept 2024: Policy Brief - Al Governance Initiatives by International Organizations

Sept 2024: Report - A Look at How U.S. State Policymakers Are Approaching Artificial Intelligence Regulation
Sept 2024: Letter to Governor Newsom on AB 1008

Sept 2024: One-Pager on California Al Transparency Act (SB 942)

July 2024: Infographic - The EU Al Act: A Comprehensive Implementation & Compliance Timeline
July 2024: Blog - A First for Al: A Close Look at The Colorado Al Act

July 2024: Policy Brief - The Colorado Artificial Intelligence Act

July 2024: Policy Brief - Making Sense of the CNIL's Recommendations on the GDPR and Al

May 2024: Navigating Governance Frameworks for Generative Al Systems in the Asia-Pacific
April 2024: Blog - China’s Interim Measures for the Management of Generative Al Services: A Comparison

Between the Final and Draft Versions of the Text
March 2024: Policy Brief - Comparison of California Draft Risk Assessment Requlations
Jan 2024: Blog - Explaining the Crosswalk Between Singapore’s Al Verify Testing Framework and The U.S. NIST Al
Risk Management Framework

e Nov 2023: Conformity Assessments under the proposed EU Al Act: A Step-by-Step Guide & Infographic (to be
updated soon)

e May 2022: Automated Decision-Making (ADM) Under the GDPR: Practical Cases from Courts and Data Protection

Authorities FUTURE OF
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https://engage.fpf.org/viewdocument/updated-fpf-resource-ai-governance?CommunityKey=3601ab2b-147c-4ef3-b949-4fa5f1d8b16d&tab=librarydocuments
https://fpf.org/blog/fpf-unveils-report-on-emerging-trends-in-u-s-state-ai-regulation/
https://engage.fpf.org/viewdocument/letter-on-ab-1008?CommunityKey=c4960901-2119-4b17-b228-60ea35135eed&tab=librarydocuments
https://engage.fpf.org/viewdocument/one-pager-california-ai-transparen-1?CommunityKey=26aea755-16ae-4018-960b-7516a42a61d5&tab=librarydocuments
https://fpf.org/wp-content/uploads/2024/07/FPF_EU_AI_Act_Timeline_July_24.pdf
https://fpf.org/blog/a-first-for-ai-a-close-look-at-the-colorado-ai-act/
https://fpf.org/wp-content/uploads/2024/07/FPF-Legislation-Policy-Brief_-The-Colorado-AI-Act-Final.pdf
https://engage.fpf.org/europeancouncil/viewdocument/eu-policy-brief-3-2024-the-cnil-pub?CommunityKey=60d2a443-1c3a-4c8e-8ef8-7762c15436b8&tab=librarydocuments
https://fpf.org/blog/new-report-examines-generative-ai-governance-frameworks-across-the-asia-pacific-region/
https://fpf.org/blog/chinas-interim-measures-for-the-management-of-generative-ai-services-a-comparison-between-the-final-and-draft-versions-of-the-text/
https://fpf.org/blog/chinas-interim-measures-for-the-management-of-generative-ai-services-a-comparison-between-the-final-and-draft-versions-of-the-text/
https://engage.fpf.org/viewdocument/risk-assessment-comparison-ca-co?CommunityKey=c4960901-2119-4b17-b228-60ea35135eed&tab=librarydocuments
https://fpf.org/blog/explaining-the-crosswalk-between-singapores-ai-verify-testing-framework-and-the-u-s-nist-ai-risk-management-framework/
https://fpf.org/blog/explaining-the-crosswalk-between-singapores-ai-verify-testing-framework-and-the-u-s-nist-ai-risk-management-framework/
https://fpf.org/blog/fpf-and-onetrust-release-collaboration-on-conformity-assessments-under-the-proposed-eu-ai-act-a-step-by-step-guide-infographic/
https://fpf.org/blog/fpf-report-automated-decision-making-under-the-gdpr-a-comprehensive-case-law-analysis/
https://fpf.org/blog/fpf-report-automated-decision-making-under-the-gdpr-a-comprehensive-case-law-analysis/

Questions?
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