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Professor of Statistics at UC Berkeley since 1988

CA SoS 2007 Post-Election Audit Standards Working Group

Invented risk-limiting audits (RLAs) 2007; first pilots & publications 2008
Introduced evidence-based elections 2012

Helped pilot & implement RLAs and RLA laws in several states starting in 2008
Wrote first software for RLAs, basis of most or all legit RLA software

EAC Board of Advisors 2016-2025

Consulted for SoSs of California, Colorado, New Hampshire

Expert witness in Curling v. Raffensperger

Helped train election officials in many states



Not enough to announce winners:
should also provide strong affirmative
public evidence that the reported
winners really won.

“We've never seen a problem” isn't
affirmative evidence—especially if you
don't look.

“Qur elections are secure” isn't
evidence.

Nor is “trust me.”

TEEE SECURITY AND PRIVACY, SPECIAL ISSUE ON ELECTRONIC VOTING, 2012, LAST EDITED § MAY 2012

Evidence-Based Elections

PB. Stark and D.A. Wagner

While approximately 75% of US voters currently vote on
equipment that produces a voter-verifiable paper record of the
vote, about 25% vote on paperless electronic voting machines
that do not produce such a record [1].

Because paperless electronic voting machines rely upon
we and hardware, and bec:
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RLAs limit risk that a wrong outcome
will be certified.
RLAs require trustworthy record of the
votes.
If vote record isn't trustworthy, no audit
can limit the risk:

= RLA procedures then distract, not

protect

= this is Georgia today
If audit lacks legal power to correct
wrong outcomes, can't limit risk.
Auditing some contests doesn’t show any
other contest was decided correctly.

‘When Audits and Recounts Distract from Election Integrity:
The 2020 U.S. Presidential Election in Georgia

To appear in Proceedings of E-Vote-ID 2024, LNI

Philip B. Stark ©!

Abstract: The U.S. state of Georgia was central to efforts to overturn the results of the 2020

Presidential election, including a phone call from then-president Donald Trump to Georgia Secretary

of State Brad Raffensperger asking Raffensperger to ‘find’ 11,780 votes. Raffensperger has maintained

that a *100% full-count risk-limiting audit’ and a machine recount agreed with the initial machine-count

results, which proved that the reported election results were accurate and that ‘no votes were flipped.”

While there is no evidence that the reported outcome is wrong, neither s there evidence that it is
talli

correct: the two machine counts and the manual ‘audit”

all the votes the mxduun counted. In short, the two machine counts Amd the audit were not prub;lll\e of

who won because of poor processes and controls:  lack of secure physical chain of custody, ballot
ol il v

cards. M(m,n\cr, most voters used dcmnm[rahl\ ntrustworthy ballot-marking devict
even a perfect handcount or audit would not necessarily reveal who really won. True ri

(RLAs) and rigorous recounts can limit the risk that an incorrect electoral outcome
certified rather than being corrected. But no procedure can limit that risk without a trustworthy record
of the vote. And even a properly conducted RLA of some contests in an election does not show that
any other contests in that election were decided correctly. The 2020 U.S. Presidential election in
Georgia illustrates unrecoverable errors that can render recounts and audits ‘security theater’ that
distract from the more serious problems rather than justifying trust.

Keywords: risk-limiting audit, election recount, evidence-based elections



To have evidence-based elections or to limit the risk of certifying wrong outcomes, need
to create trustworthy record, then keep it trustworthy and audit rigorously.

= BMDs are pens that can be hacked or misconfigured: printout isn't trustworthy
= Images are not trustworthy

= HMPB starts trustworthy—but have to keep records safe & organized
= GA lacks physical ballot accounting, pollbook reconciliation & other sanity checks
= GA lacks meaningful canvass

= GA's so-called "RLAs"” don't limit the risk of certifying wrong outcomes



Equipment storage not consistently
locked or surveilled

“Sleepovers” in churches, rec centers,
etc. where many have access

Insider access, insiders giving
outsiders access

Testimony that BMDs are not sealed
daily during early voting

Seals easily defeated

Inadequate seal protocols

SoS tells jurisdictions to
ignore/replace broken or missing seals




Michael Barnes, Director of Center for Election Systems, GA SoS

Case 1:17-cv-02989-AT Document 1632-14 Filed 02/14/23 Page 2 of 2

Message
Barnes, Michael [/0=50S/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=DAF658ED134C4A6D9I1A27F28A0572934-BARNES, MICHAEL]
7/9/2020 5:54:46 PM
clinchelections@clinchcountyga.gov
Re: Data Seals

No, just please put your own seal on the equipment and document the seal number
attached.

Sent from my iPhone
Michael Barnes
470-316-2884

On Jul 9, 2020, at 1:52 PM, "clinchelections@clinchcountyga.gov"
<clinchelections@clinchcountyga.gov> wrote:

E> RNAL EMAIL: Do not click any links or open any attachments unless you trust the sender and know
the content is safe.

<image001.gif>
Michael,

My tech is doing L&A testing and discovered that 2 of our BMDs Election Data Seals
were missing, (poll workers). Do we need to send these back to be resealed ? If so my
regional tech has offered to take them back to Atlanta and drop them off on his way
back home. Please let me know what we need to do.




W Casgl:17-cv-02989-AT Dgcument 1814-1 Filed 02/06/24 e 71 of = i
State Training | rossly Ina equaie For'Election Security

Description of Violation: When we opened the large cabinets containing the voting machines, we discovered that most
of the voting machines "election database" doors were wide open and not secured with a zip tie with serial
number. Seals were already broken or a zip tie was put on but was not put through the door. Also, we found two paper
ballots on the printer. We did not scan these ballots. Our Poll Manager, Kaira Bell, put these on her clipboard. | don't

. know where those ended up. Also, all of the machines are supposed to show "0" ballots cast upon opening. One of our
machines did show 1 ballot had been cast on it. We did not use this machine, but we did use all the other machines that
had the "elections database" door open. Last but not least, we did not follow the protocol for opening the large
cabinets and starting up the machines. In training, | was instructed that all serial numbers on zip ties on doors were to
be compared with the serial numbers written down on a form. We did not do this. My Poll Manager said, "I've never
seen them not match so we don't need to do this. | can always check it at the end of the day." So, we clipped off all the
zip ties with serial numbers without checking them for a match. | also know that the Poll Manager did not check them at
the end of the day because | was given the job of putting zip ties on to close up the machines and the Manager was
packing up equipment. It as disheartening not to see the security measures followed. Laura Jones




BMDs are easy to hack — , ocument 1651 Fld 05
demonstrated in federal court and at
DEF CON

Don't need BMDs to be connected to
internet — but in GA they are

REDACTED VERSION

connected indirectly

Don't need extended physical access:
voters have enough

Insiders have more than enough
Doesn't take a genius

When margins are small, hacking a
few votes/BMDs can change
outcomes




BMDs make voters responsible for
cybersecurity
= most voters don't check printout
= most who do look for less time than
it would take to count the contests
= voters who catch problems can't
prove they did
No way to refute false claims BMDs
flipped votes
If BMDs misbehaved, no way to find
correct outcome
GA doesn't track complaints or
spoiled BMD printout (2025
Oakwood muni?)
GA audits don't check whether QR
codes match the text

Election Law Journal: Rules, Politics, and Policy, VOL. 19, NO.3| Original Research Articles @ romal

Ballot-Marking Devices Cannot Ensure the Will of
the Voters

Andrew W. Appel (=1, Richard A. DeMillo, and Philip B. Stark

Published Online: 17 Sep 2020| https://doi.org/10, €.2019.0619

A Tools < Share

Abstract

‘The complexity of U.S. elections usually requires computers to count ballots—but computers can be hacked, so election
integrity requires a voting system in which paper ballots can be recounted by hand. However, paper ballots provide no
assurance unless they accurately record the vot xpressed by the voters.

an express their intent by indelibly hand-marking ballots or using computers called ballot-marking devices (BMDs
an make mistakes in expressing their intent in either technology, but only BMDs are also subject to hacking, bugs,
isconfiguration of the software that prints the marked ballots. Most voters do not review BMD-printed ballots, and
those who do often fail to notice when the printed vote is not what they expressed on the touchscreen. Furthermore, there is
tion a voter can take to demonstrate to election officials that a BMD altered their expressed votes, nor is there a
corrective action that election officials can take if notified by voters—there is no way to deter, contain, or correct computer
hacking in BMDs. These are the essential security flaws of BMDs

Risk-limiting audits can ensure that the votes recorded on paper ballots are tabulated correctly, but no audit can ensure that
the votes on paper are the o d by the voter on atouchscreen: Elections conducted on current BMDS cannot be
confirmed by audits. We identify two properties of voting systems, contestability and defensibiliy, n y for aud
confirm election outcomes. No available BMD certified by the Election Assistance Commission is contestable or defensible.
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LOgiC & Accu racy Tests (LAT) They May Look and Look, Yet Not Se
BMDs Cannot be Tested Adequately

= Designed to check election
configuration
= Not designed to detect bugs,

malware, hacking

wration, and malware can cause ballot-

. . £ e p ct, votes. Several approaches to

= Utterly inadequate for cybersecurity esti . d. In logic and accuracy testing (LAT)

and parallel or live testing, auditors input known test votes into the

] BMD and check wheth h 7 es. P 4

= GA LAT doesn't comply w GA law the rate at which voters “spail” BMD printout, on the theory that i

BMDs malfunction, the ill i We provide lower
bounds that show that ths«e a

per Judge Totenberg in Curling

1i
L (v) W hether
chave or not, the di £ spoiled unknown

ere known to be Poisson, the vast

of jurisdictions do not have enough voters for passive testing
fo have a large chance of detect oblems but only a small chance of

false alarms.




Specific risks of recording votes w/ barcodes & QR codes

= Poor implementations are a vector for hacking

= Sneaky/poor implementations can compromise voter privacy

= Voters can't check what is being counted

= Code might not match human-readable text; happened in PA

= In GA, only the QR code counts unless full hand recount is ordered
= |ANAL, but | think this violates HAVA and GA law

12



Image audits

Can't limit the risk of certifying
wrong outcomes

Images are easy to modify, add, and
delete

Common error to omit a batch or
scan a batch more than once — image
audit won't catch

Dominion scans stored low-res b&w:

erase some voter marks entirely

UnclearBallot: Automated Ballot Image
Manipulation

Matthew Bernhard®), Kartikeya Kandula, Jeremy Wink,
and J. Alex Halderman

Department of Electrical Engineering and Computer Science,

{matber,kartkand, jreremy, jhalderm}Qumich.edu

Abstract. As paper ballots and post-election audits gain i d
adoption in the United States, election technology vendors are offering
products that allow jurisdictions to revi

n voting machine:

Our implemen tion i
s, and we show that it
from a real ele that the atmck can be
nner driver, which we

in vote
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2020 recount and “full handcount risk-limiting audit” didn’t prove outcome was right.

Did prove GA'’s election procedures are inadequate.

Some counties found thousands of votes that hadn’t been tabulated—were there more?

Count Election Day Advance Absentee by Mail Provisional
Trump Biden Jorgensen Trump Biden Jorgensen Trump Biden Jorgensen Trump Biden Jorgensen
Original 193 88 11 1455 1003 23 619 833 15 9 4 1
Recount 162 73 9 1487 1015 25 619 809 15 5 3 1
Audit 243 88 11

Election day, advance, absentee, and provisional vote tallies for Fulton County, GA, precinct RWOL in the 2020 U.S. Presidential election

15



Scanner Batch Mode of voting Trump Biden Jorgensen Write-In Undervote or blank Overvote Image source

1 3 48 absentee 4 93 2 0 0 0 4 at 162
2 2 52 absentee 6 92 0 0 0 0 latl

3 3 12-14 ? 12 83 1 0 ] 0 4 at 128
4 3 239 ? 13 87 0 0 ] 0 3 at 177
5 1 80-84 ? 118 329 3 2 2 1 3 at 519
6 3 260 absentee 30 66 0 0 0 0 4 at 355
7 APO1A-1 election day 84 62 6 2 1 0 1 at 170
8 3 179-181 absentee 85 224 5 1 2 0 4 at 293
9 2 239 absentee 4 42 0 0 ] 0 2 at 153
10 Chastain 12 advance 613 605 24 7 4 0 3at 351
11 Chastain 114 advance 613 605 24 ? 4 0 3 at 270

2020 Fulton County audit board batch sheets that were not entered into the audit results spreadsheet. Including them increases the apparent tabulation
error from 634 votes to over 4,569 votes or 0.87 percent, far larger than the statewide margin. https://figshare.com/s/9819e969a8a6172c25bc

16
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Image A

Image B
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Images erroneously included in 1st machine count in Fulton County in 2020 at least twice.

05162_00234_000096
05162_00234_000093
05162_00234_000074
05162_00234_000072
05162_00234_000068
05162_00234_000069
05162_00234_000054
05162_00234_000031
05162_00234_000026
05162_00234_000017
05162_00234_000013
05162_00234_000014
05162_00234_000003
05162_00234_000001

05162_00235_000057
05162_00235_000054
05162_00235_000036
05162_00235_000034
05162_00235_000030
05162_00235_000031
05162_00235_000014
05162_00235_000090
05162_00235_000085
05162_00235_000076
05162_00235_000072
05162_00235_000073
05162_00235_000062
05162_00235_000060

https://figshare.com/s/9819e969a8a6172c25bc

17



Multiple

Image A

Image B

Image C
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Images erroneously included in the 2nd Fulton 2020 machine recount at least 2-3 times.

00801_00044_000168
00801_00044_000083
00801_00044_000042
05160_00074_000023
00794_00017_000024
00794_00017_000029
00794_00018_000001
00794_00018_000011
00794_00019_000002
00794_00019_000005
00794_00019_000006

00801_00043_000168
00801_00043_000083
00801_00043_000042
05160_00067_000008
00791_00026_000091
00791_00026_000086
00791_00026_000009
00791_00026_000019
00791_00026_000079
00791_00026_000076
00791_00026_000075

https://figshare.com/s/9819e969a8a6172c25bc

00791_00019_000010
00791_00019_000015
00791_00019_000092
00791_00019_000082
00791_00019_000022
00791_00019_000025
00791_00019_000026
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GA’s “RLA" charade is hugely wasteful:

In 2022, “RLA" counted votes on
>231,000 cards

Could have gotten the same evidence
from ~1,300 cards using a better
RLA strategy

But this (and image audits) just
distracts from the fundamental
problem—untrustworthy vote records

Overstatement-Net-Equivalent Risk-Limiting
Audit: ONEAudit

Philip B. Stark?0000-00
of California, Berkeley, CA US
Abstract. A procedure is a risk-limiting audit (RLA) with risk limit
a if it has probability
mpares human interpretation of indi-

trustworthy paper trail to
ot ds

“link” identifying which CVR is for which
show

N
comparison auditi ) oids manually tabulating entire
batches and wor o g batches do not, correspond to

19



Current RLA methods make it practical to
audit every contest in every election.

Stylish Risk-Limiting Audits in Practice
Orange County, CA, has about 1.9 million

Amanda K. Glazer'? Jacob V. Spertus? Philip B. Stark*

active voters; Georgia has about 7 million.

LI\ cont

d quate ruti
examining more cards than necessary. RLAs using CSD in this way can be substantially more efficient
than RLAS that sample indi 'nmmzll:‘l) from all We describe an open-source Python
implementation of RLAS usi erity voting system and the Domirion

would have required a

sample size is about 20,

wmplele hand count. g "

have required a complete hand tally of all 1,989,416 c: ¢ cards, With CSD, the cstimated sample

s about 62,250 ballots, 3.1% of card including three contests with margins below 0.1% and 9
with margins below 0.

20



GA S0S puts PR above trustworthiness:

= No in-house cybersecurity expertise
= Claimed 2 machine counts and audit in 2020 agreed—but they differ materially

= Claims all differences between hand counts and machine counts are human error (contrary
to how RLAs work)—-but has never actually checked

= Uses least accurate hand-count method (sort & stack)

= Uses least efficient RLA method (batch-level comparison): more work but not more
confidence

= Erroneously claims that auditing one contest proves every contest was decided correctly
= Erroneously claims RLAs show “no votes were flipped”

= Erroneously claimed to J6 Select Committee that no broken seals are ever found

21
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